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1-Capture et analyse du trafic dans Wireshark

Voici ’adresse |IP de notre machine virtuelle :

debian@dylan: ~ Q| = x

debian@dylan:~% ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group defaul
t glen 1000
link/loopback 00:00:00:00:00:00 brd ©0:00:00:00:00:00
inet 127.0.2.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 150@ qdisc fq_codel state UP gro
up default qlen 1000
link/ether @@:0c:29:@1:37:fb brd ff:ff:ff:ff:ff:Fff
altname enp2sl
inet 192.168.49.139/24 brd 192.168.49.255 scope global dynamic noprefixroute
ens33
valid_1ft 1717sec preferred_l1ft 1717sec
inet6 fe8@::20c:297T:fe@l:37fb/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
debian@dylan:~$%

Voici Uinterface réseau de la machine physique :

= Invite de commandes X F W

Adresse IPv6 de liaison locale. . . . .: fe80::95b6:20uf:dd3a:9cde%3
Adresse IPv4. . . . . . . . . . . . . .:192.168.118.1

Masque de sous-réseau . . . : 255.255.255.0

Passerelle par défaut P

Carte Ethernet VMware Network Adapter VMnet8 :

Suffixe DNS propre a la connexion. 8

Adresse IPv6 de liaison locale. . . . .: fe80::3d1b:6907:7874:12Uc%6
Adresse IPv4. . . . . . . . . . . . . .: 192.168.49.1

Masque de sous-réseau . . . ¢ 255.255.255.0

Passerelle par défaut 8

Carte réseau sans fil Wi-Fi :

Suffixe DNS propre a la connexion. H

Adresse IPv6 de liaison locale. . . . .: fe80::132a:1c0:2491:3748%7
Adresse IPv4. . . . . . . . . . . . . .:10.92.4.39

Masque de sous-réseau . . . : 255.255.248.0

Passerelle par défaut .. . :10.92.7.254

Carte Ethernet vEthernet (Default Switch) :

Suffixe DNS propre a la connexion. 8

Adresse IPv6 de liaison locale. . . . .: fe80::691e:8c13:d790:ceb%u0
Adresse IPv4. . . . . . . . . . . . . .:172.24.64.1

Masque de sous-réseau . . . : 255.255.240.0

Passerelle par défaut H
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On sélectionne 'interface VMnet8 dans Wireshark qui a pour adresse IP 192.168.49.1 :

The Wireshark Network Analyzer

Fichier Editer Vue Aller e Statistiques  Telephonje Wireless Quti e
AD4Ad© mpA g EFIEE A EER
|

Bienvenue dans Wireshark

ec Wireshark\captures ARP.pcapng (5144 Bytes)
couche transport\TP\TP1\traffic.pcapng (non trouvé)
Ynov\Documents\ Ynov\E6 apitre 3 - Protocoles couche transport\TP\traffic.pcapng (non trouvé)

C:\Users\dylan\Or e - Ynov\Documents\YnoV\E6 SISR\Chapitre 3 - Protocoles couche transport\traffic.pcapng (non trouvé)

~  Toutes les interfaces affichées ~

vEthemet (Default Switch)
VMware Network Adapter VMnet8
VMware Network Adaj

Wi-Fi

Adapter for loopback tra

Connexion au réseau local

Guide Utilisateur - Wi Questions et Réponses - Listes de diffusion - SharkFest - Discord Wireshark - Faire un don

rk 464 (v4.64 3 8d). Vous es & jour automatiques.

B Prét pour charger ou capturer Pas de pagquets Profil : De

On démarre ensuite la capture du trafic dans Wireshark

On ouvre la page http://example.com afin d’analyser le trafic :

A tés ©) Firefox ESR 1avril 14:31 = 0 0
©@ | @ OcSinventory X @ Ordinateurs - GLPI X Example Domain x  + i x
« (] QO & Non sécurisé example.com %o g aH =

Example Domain

This domain is for use in documentation examples without needing permission. Avoid use in operations

On ferme ensuite le navigateur web afin de pouvoir analyser le trafic lors de la fermeture de la
connexion.
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2-Analyse de la connexion TCP

Voici les principaux champs a connaitre pour le TCP :

Champ Description
Source Port Port de ’émetteur
Destination Port Port du destinataire
Sequence Number Numéro d’ordre du premier octet du segment
Acknowledgment Number Prochain octet attendu par le récepteur
Flags (SYN, ACK, FIN, RST...) Drapeaux de contréle de la connexion
Window Size Taille du tampon de réception (contréle de flux)
Checksum Vérification de Uintégrité du paquet
TCP Segment Length Taille des données utiles du segment

L’établissement d’une connexion TCP se fait en 3 étapes :

e Etape 1 — SYN : Le client envoie un paquet avec le drapeau SYN activé. ILannonce
son numéro de séquence initial (ISN).

e Etape 2 — SYN-ACK : Le serveur répond avec SYN + ACK. Il accuse réception du
SYN client et annonce son propre ISN.

e Etape 3— ACK : Le client accuse réception du SYN serveur. La connexion est

Etablie

La fermeture propre d’une connexion TCP utilise 4 étapes (Four-Way Teardown) :
¢ ’h6te qui ferme envoie FIN + ACK

¢ 'autre héte accuse réception avec ACK

* 'autre hote envoie a son tour FIN + ACK

¢ Le premier héte répond ACK. La connexion est fermée.
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On regarde le premier segment TCP « SYN »

Fichier Editer V Jler aly onie W

stiques

TR E

ADdeo mBRE Re»
R tp

Destination
192.168.49.139
34.107.243.93
34.107.243.93
192.168.49.139
.18.26.120
.168.49.139
.18.26.12¢
.18.26.120
.168.49.139
.168.49.139
.18.26.120
168.49.139
07.243.93
12191

Source
34.107.243.93
192.168.49.139
192.168.49.139
34.107.243.

Protocol Length
TLSV1.3 886
TCP 60
TLSv1.3 193
TCP 54

.131470600
.173e70800
.191465800
.1918089200
.245725100
.251943700
.252336600
253032900
.253220300
.265386100
.265740000
.331128300
.331463500

1e4.
192.
192.
1e4.

18.26.120
168.49.139
168.49.139
18.26.120
104.18.26.120
192.168.49.139
34.107.243.93
192.168.49.139
1192.168.49.139

TCP

TCP
HTTP
TCP
HTTP
TCP
TLSv1.3
TCP

58
60
406
54
741
60
191

618924200

Source Port: 38272
Destination Port: 80
[Stream index: 9]
[Stream Packet Number: 1]
» [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]
Sequence Number: @  (relative sequence number)
Sequence Number ( 3031804912
[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Number: @
Acknowledgment number (raw): @
eader Length: 40 bytes (18)

Reserved: Not set
Accurate ECN: Not set

alue of the sequence number (tcp.seq_raw), 4 &

60 55898 -+ 443 [ACK] Seq=2891 Ack=1188 Win=64022 Len=@
74 55 2 X 3

Info

Application Data, Application Data

55898 » 443 [ACK] Seq=1952 Ack=1851 Win=64822 Len=@

Application Data

443 » 55898 [ACK] Seq=1051 Ack=2091 Win=64240 Len=

38272 » 80 [SYN] Segq=0 Wil 4240 Len=@ MSS=1460 SACK_PERM TSval=2564107080 TSecr=0 WS=128
80 » 38272 [SYN, ACK] Seq=8 Ack=1 Win=6424@ Len=@ MSS=1460

38272 » 8@ [ACK] Seq=1 Ack=1 Win=64240 Len=0
GET / HTTP/1.1

80 -+ 38272 [ACK] Seg=1 Ack=353 Win=64240 Len=0
HTTP/1.1 200 OK (text/html)

38272 + 8@ [ACK] Seq=353 Ack=688 Win=63891 Len=0
Application Data

-+ 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=3077173163 TSecr=@ WS=128 [~ |
50 56 ed d4 67 @@ ec
3c 2e 45 40 00 40 @6
78 95 80 @@ 50 b4 bS
fe 1d bd 80 80 82 &4
48 00 00 00 00 e1 e3

37 fb
c@ a8
00 ee
04 82

08 00 45 00
31 8b 68 12
00 00 a0 02
08 @a 98 d5

Profil : Default

Le numéro de séquence du premier segment TCP « SYN » (Seq) = 3031804912

Le numéro relatif est=0

Source Port

38272 Port de U'émetteur

Destination Port

80 Port du destinataire

Sequence Number (raw)

3031804912

Numéro d’ordre du premier
octet du segment

Header Length

40 bytes Taille du header

Window Size 64240 Taille du tampon de réception
(contréle de flux)
Checksum 0x1dbd Vérification de Uintégrité du
paquet
TCP Segment Length 0 Taille des données utiles du
segment
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Analysons le segment suivant « SYN, ACK » :

Eichier Editer Vi Al ur
AD4d© mBA @
R tp

Source Destination
.131470600 34.107.243.93 192.168.49.139 TLSV1.3 Application Data, Application Data
.17307080@ 192.168.49.139 34.107.243.93 TCcP 55898 » 443 [ACK] Seq=1952 Ack=1851 Win=64822 Len=@
.191465800 192.168.49.139 34.107.243.93 TLSv1.3 193 Application Data
.1918@9200 34.107.243.93 192.168.49.139 TCP 443 » 55898 [ACK] Seq=1051 Ack=2091 Win=64240 Len=0
.245725108  192.168.49.139 104.18.26.120 74 38272 » 80 [SYN] Seq=0 Wil 240 Len=0 MSS=146@ SACK_PERM TSval=2564107080 TSecr=0 WS=128
.251943780 .18.26.120 168.49.139 8@ » 38272 [SYN, ACK] Seq=@ Ack=1 Win=6424@ Len=0 MSS=1460
.252336600 192.168.49.139 104.18.26.120 38272 » 8@ [ACK] Seq=1 Ack=1 Win=64240 Len=0
.253032900 192.168.49.139 104.18.26.120 406 GET / HTTP/1.1
.253220300 104.18.26.120 192.168.49.139 54 80 -+ 38272 [ACK] Seq=1 Ack=353 Win=64240 Len=0
.265386100 104.18.26.120 192.168.49.139 741 HTTP/1.1 200 OK (text/html)
.265740000 192.168.49.139 104.18.26.120 60 38272 » 80 [ACK] Seq=353 Ack=688 Win=63891 Len=0
246 2.331128300 34.107.243.93 192.168.49.139 . 191 Application Data
247 2.331463500 192.168.49.139 34,107.243.93 60 55898 -+ 443 [ACK] Seq=2891 Ack=1188 Win=64022 Len=@
192.168.49.139 151.101.121.91 cP 74 55364 » 443 [SYN] Seq=0 Win=64240 Len=@ MSS=1460 SACK_PERM TSval=3077173163 TSecr=@ WS=128 — |

il Transmission Control Protocol, Src Port: 80, Dst Port: 38272, Seq: ©, Ack: 1, Len: © 29 01 37 fb @@ 58 56 ed d4 67 €8 00 45 09 ) 7PV g
Source Port: 80 1f 78 00 00 80 @6 a6 96 68 12 1la 78 c@ a8 , X h
Destination Port: 38272 00 50 95 80 5e b5 3c aa b4 b5 ab f1 60 12 1P
[Stream index: 9] 96 90 00 00 92 64 ©5 b4 ..

[Stream Packet Number: 2]
» [Conversation completeness: Complete, WITH_DATA (31)]

[TCP Segment Len: @]
Sequence Number: @ (relative sequence number)
Sequence Number (raw): 1588935850
[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 3031804913

= Header Length: 24 bytes (6)

number (tcp.ack_r 4 byte(s) Paquets : 1842 - Affichés : 16 5 0 (0.0%) Profil : Default

La valeur du champ acknowledgment number = 3031804913

La valeur est égale a celle du du segment « SYN » + 1. Cela signifie que le serveur distant a bien
regu le segment « SYN » que nous avons envoyé précédemment.

Le numéro de séquence initial (Seq) en valeur brute = 1588935850

Wireshark affiche 0 en valeur relative car maintenant que la connexion TCP est établie avec le 3
way handshake, le prochain segment contiendra les données que 'on souhaite envoyer ou
recevoir.
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On trouve ensuite a la fin le segment TCP « ACK » :

Fichier Editer Vue Aller
AD4AdO mABARR Re>EF IR E
R tp

Destination
192.168.49.139

Source
34.107.243.93
192.168.49.139
192.168.49.139
34.107.243.93
192.168.49.139
.18.26.120
168.49.139

2.131470600
2.173070808
2.191465800
2.191809200
2.245725100
2.251943700
2.252336600
2.253032900 168.49.139
2.253220300 .18.26.120

2.265386100 104.18.26.120

2.265740000 192.168.49.139
2.331128300 34.107.243.93

2.331463500

Application Data, Application Data

34.107.243.93 55898 » 443 [ACK] Seq=1952 Ack=1851 Win=64822 Len=@
34.107.243.93 TLSv1.3 193 Application Data

192.168.49.139 TCP 443 » 55898 [ACK] Seq=1051 Ack=2091 Win=64240 Len=0
104.18.26.120 TCP 38272 » 80 [SYN] Seq=@ Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2564107080 TSecr=0 WS=128
192.168.49.139 TCP 80 - 38272 [SYN, ACK] Seg=@ Ac! 64240 Len=@ MSS=1460
104.18.26.120 38272 » 80 [ACK] Seq=1 Ack=1 Win=64240 Len=@

104.18.26.120 GET / HTTP/1.1

192.168.49.139 80 -+ 38272 [ACK] Seq=1 Ack=353 Win=64240 Len=0
192.168.49.139 HTTP/1.1 200 OK (text/html)

104.18.26.120 38272 » 80 [ACK] Seq=353 Ack=688 Win=63891 Len=0
192.168.49.139 Application Data

192.168.49.139 4 55898 » 443 [A(;lg] Seq=2091 Ack=1188 Wi =64022 Len=0
74 55364 > 443 [SYN] Seq=0 Win=64240 Len=0 INSS=1460

4

~ Transmission Control Protocol, Src Port: 38272, Dst Port
Source Port: 38272
Destination Port: 80
[Stream index: 9]
[Stream Packet Number: 3]
[Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 3631884913
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 1588935851
= Header Length: 2@ bytes (5)
Flags: @x010 (ACK)
Window: 64240
[Calculated window size: 64240]

: 80, Seq: 1, Ack: 5@ 56 ed d4 67 @@ ec
28 2e 46 40 00 40 @6 €@ a8 31 8b 68 12
78 95 80 @0 50 b4 b5 Se b5 3c ab 5@ 1@

@ ae 4d 00 00 00 00 e0 00

37 fb @8 0@ 45 @0

]

® E Thisshowst value of the q_raw), 4 byte(s) 0 (0.0%) Profil : De

9 SYN

SYN

192.168.49.139

104.18.26.120

3031804912

10 SYN-ACK

SYN-ACK

104.18.26.120

192.168.49.139

1588935850

11 ACK

ACK

192.168.49.139

104.18.26.120

3031804913
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3-Analyse du trafic HTTP

Analysons la premiére requéte HTTP « GET » :

R tp

No. Source
2.131470600  34.107.243.93 192.168.49.139 Application Data, Application Data
2.173070800  192.168.49.139 34.187.243.93 55898 + 443 [ACK] Seq=1952 Ack=1851 Win=64822 Len=@
.191465800 192.168.49.139 34.187.243.93 - Application Data
.19186920@ 34.187.243.93 192.168.49.139 443 » 55898 [ACK] Seq=1851 Ack=2091 Win=64248 Len=8
.24572518@  192.16B.49.139 104.18.26.120 38272 » B@ [SYN] Seq=8 Win=6424@ Len=@ MSS=146@ SACK_PERM TSval=2564107088 TSecr=@ WS=128
251943700  1€4.18.26.120 192.168.49.139 88 -+ 38272 [SYN, ACK] Seq=@ Ack=1 Win=6424@ Len=@ MSS=1460
.252336600  192.168.49.139 104.18.26.120 38272 - 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
253832980 . 18.26.120 GET / HTTP/1.1
2.253220380 .18.26.120 192.168.49.139 8@ » 38272 [ACK] Seq=1 Ack=353 Win=64240 Len=0
2.265386100 104.18.26.120 192.168.49.139 HTTP/1.1 20@ OK (text/html)
2.265740000 192.168.49.139 104.18.26.120 38272 » 80 [ACK] Seq=353 Ack=688 Win=63891 Len=0
.331128380 34.107.243.93 192.168.49.139 . 191 Application Data
247 2.331463500  192.168.49.139 34,187,243.93 60 55898 + 443 [ACK] Seq=2@91 Ack=1188 Win=64822 Len=@
253 2.618924200 192.168.49.139 151.101.121.91 74 55364 + 443 [SYN] Seq=0 Win=64240 Len=@ MSS=146@ SACK_PERM TSval=3877173163 TSecr=8 WS=128

ertext Transfer Protocel T / HTTP
GET / HTTP/1.1\r\n

Request Method: GET

Request URI

Request Version: HTTP/1.1
Host: example.com\

11a/5.8 (X11; Linux xB6_64; rv:148. Gecko/20100101 Firefox/148.
tml, application/xhtml+xml,

WMo
e

>

Accept-Encoding: gzip, deflate\rin
Connection: keep-alive
Upgrade-Insecure-Request

iority: u=e, i

La méthode HTTP utilisée est GET. La ressource demandée est « example.com »

La version utilisée est HTTP/1.1

captures 2.pcapng

Fichier Edite \ ure A stiques Telephonie  Wirele

AD4d0 mABRR ] e IR E Q R
R tp

No. Source Destination Protocol Length Info

2.131470600 34.107.243.93 192.168.49.139 . Application Data, Application Data
2.17307080@ 192.168.49.139 34.107.243.93 55898 » 443 [ACK] Seq=1952 Ack=1851 Win=64822 Len=@
2.191465800 192.168.49.139 34.107.243.93 TLSv1.3 193 Application Data
2.191809200 34.107.243.93 192.168.49.139 TCP 54 443 » 55898 [ACK] Seq=1@51 Ack=2091 Win=64248 Len=@
2.245725100  192.168.49.139 .18.26.120 TCP 74 38272 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=146@ SACK_PERM TSval=2564107@80 TSecr=0 WS=128
2.2519437e@ .18.26.120 .168.49.139 TCP 58 80 -+ 38272 [SYN, ACK] Seq: in=64248 Len=@ MSS=1460
2.252336600 .168.49.139 .18.26.120 38272 » 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
2.253032900 168.49.139 GET / HTTP/1.1
2.253220300 104.18.26.120 192.168.49.139 54 80 -+ 38272 [ACK] Seg=1 Ack=353 Win=64240 Len=0
2.265386100 104.18.26.120 192.168.49.139 741 HTTP/1.1 200 OK (text/html)
2.265740000 192.168.49.139 104.18.26.120 60 38272 » 80 [ACK] Seq=353 Ack=688 Win=63891 Len=0

246 2.331128300 34.107.243.93 192.168.49.139 191 Application Data

247 2.331463500 192.168.49.139 34,107.243.93 60 55898 » 443 [ACK] Seq=2891 Ack=1188 Win=64822 Len=@

253 2.618924200  192.168.49.139 151.101.121.91 74 55364 » 443 [SYN] Seq=@ Win=64240 Len=8 MSS=1.

~ Transmission Control Protocol, Src Port: 38272, Dst Port: 80, Seq: 1, Ack: 1, Len: 34
Source Port: 38272 2f 20 48

-p-
S1808% T / HTTP
Destination Port: 80 3a 20 65 /1.1 ‘Ho st: exam
[Stream index: 9] 73 65 72 ple.com: User-Ag
[Stream Packet Number: 4] 6c 61 2f ent: Moz illa/5.0

75 78 20 (X11; L inux x86
30 2e 30 _64; rv: 140.8) G

Sequence Number: 1 (relative sequence number) ;é (332 ;; i::g;%ﬁ Ze;elAzé

Sequence Number (raw): 3031804913 &8 74 €d ok ter  hmita
[Next Sequence Number: 353 (relative sequence number)] 2F 78 68 pplicati on/xhtml
Acknowledgment Number: 1 (relative ack number) 63 61 74 +xml,app lication
Acknowledgment number (raw): 1588935851 2¢ 2a 2f /xml;q=0 .9,*/*;q
0101 .... = Header Length: 20 bytes (5) 70 74 2d =0.8 Ac cept-lan
Flags: @xe18 (PSH, ACK) 66 72 2d guage: f r,fr-fR;
Window: 64240 53 3b 71 q=0.8,en -US;q=0.
[Calculated window size: 64240] od ea 41 5,en;q=@ .3 Acce
] 67 3a 20 pt-Encod ing: gzi >
® B Source Port (tcp.srcport), 2 byte(s) uets : 1842 - Affichés : 16 9 dus : 0 (0.0%) Profil : Default

[Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 352]

Le numéro de séquence (Seq) =1

La taille du segment (TCP Segment Len) = 352
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Le serveur renvois un segment « ACK » pour accuser réception de la requéte « GET » :

captures 2.pcapng

Fichier Editer Vue e Analy iques  Telephonie

ADdO mBARRE Re>=EFI N

R tp

No. Time Source Destination Protocol Length Info

2.131470600 34.107.243.93 192.168.49.139 TLSv1.3 886 Application Data, Application Data !
218 2.173070868 192.168.49.139 34.107.243.93 TCcP 60 55898 -+ 443 [ACK] Seq=1952 Ack=1051 Win=64022 Len=@
223 2.191465800 192.168.49.139 34.107.243.93 TLSv1.3 193 Application Data f
224 2.191809200 34.107.243.93 192.168.49.139 TCP 54 443 » 55898 [ACK] Seq=1851 Ack=2091 Win=64248@ Len=@ |
239 2.245725100  192.168.49.139 104.18.26.120 TCP 74 38272 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2564107080 TSecr=0 WS=128
240 2.25194370@ 104.18.26.120 192.168.49.139 TCP 58 80 » 38272 [SYN, ACK] Seq=0 Ack=1 Win=64248 Len=8 MSS=1460
241 2.252336600 192.168.49.139 104.18.26.120 TCP 60 38272 » 80 [ACK] Seq=1 Ack=1 Win=6424@ Len=0 b

2.253032900  192.168.49.139 104.18.26.120 HTTP 406 GET / HTTP/1.1

2.253220300 104.18.26.120 192.168.49.139 TCP 54 80 + 38272 [ACK] Seg=1 Ack=353 Win=64240 Len=0

2.265386100 104.18.26.120 192.168.49.139 HTTP 741 HTTP/1.1 200 OK (text/html)

2.265740000 192.168.49.139 104.18.26.120 TCP 60 38272 » 80 [ACK] Seq=353 Ack=688 Win=63891 Len=0

2.331128300 34.107.243.93 192.168.49.139 TLSv1. 191 Application Data

.331463500 192.168.49.139 34.107.243.93 TCP 60 55898 » 443 [ACK] Seq=2091 Ack=1188 Win=64822 Len=

49.139 151.101.121.91 Tcp 74 55364 » 443 [SYN] Seq=0 Win=6424 : SACK_PERM TS\ 7173163 TSecr=@ WS=128

4

~ Transmission Control Protocol, Src Port: 8@, Dst Port: 38272, Seq: 1, Ack: 353, Len:ia Oc 29 01 37 fb @@ 50 56 ed d4 67 @8 00 45 00 PV g E
Source Port: 80 28 1f 79 0@ 00 80 06 a6 99 68 12 1a 78 c@ a8 X
Destination Port: 38272 0020 8b 90 5@ 95 80 5e b5 3c ab b4 b5 ad 51 50 10
[Stream index: 9] fé ac ed 00 00
[Stream Packet Number: 5]

[Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 1588935851
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: 353 (relative ack number)
Acknowledgment number (raw): 3031805265
= Header Length: 2@ bytes (5)
ex018 (ACK)
64240

0 (0 0%

Dans UACK renvoyé par le serveur, le champ « Acknowledgment Number » a la valeur : 353

L'Acknowledgment Number (numéro d'acquittement) sert a indiquer a l'émetteur le prochain
octet que le récepteur s'attend a recevoir. Il se calcule en prenant le numéro de séquence du
segment regu, auquel on ajoute la taille de ses données utiles (le payload).

Seq(regu) + Len(regu) = Ack(renvoyeé)

1+352=353
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Le serveur envoie ensuite la réponse HTTP contenant le contenu de la page :

Fichier Edi Yue Aller ¢
AD4AdO mBARR ReEFIN E
R tp

No. Source Destination
2.131470608 34.107.243.93 192.168.49.139 Application Data, Application Data
2.17307080@ 192.168.49.139 34.107.243.93 60 55898 » 443 [ACK] Seq=1952 Ack=1051 Win=64022 Len=0@
2.191465800 192.168.49.139 34.107.243.93 . 193 Application Data
2.191809200 34.107.243.93 192.168.49.139 54 443 » 55898 [ACK] Seq=1851 Ack=2091 Win=64248@ Len=@
2.24572510@ 192.168.49.139 104.18.26.120 74 38272 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2564107080 TSecr=0 WS=128
2.2519437e@ 104.18.26.120 192.168.49.139 80 » 38272 [SYN, ACK] Seq=8 Ack=1 Win=6424@ Len=@ MSS=1468
2.252336600 192.168.49.139 104.18.26.120 60 38272 » 80 [ACK] Seg=1 Ack=1 Win=64240 Len=0
2.253032900 192.168.49.139 104.18.26.120 GET / HTTP/1.1
.253220300 .18.26.120 .168.49.139 54 80 » 38272 [ACK] Seq=1 Ack=353 Win=64240 Len=0
.265386100 . .168.49.139 HTTP/1.1 200 OK (text/html)
265740000 .168.49.139 .18.26.12 60 38272 » 80 [ACK] Seq=353 Ack=688 Win=63891 Len=0
.331128300 34.107.243.93 192.168.49.139 . 191 Application Data
247 2.331463500 192.168.49.139 34,107.243.93 60 55898 -+ 443 [ACK] Seq=2091 Ack=1188 Win=64022 Len=@
253 2.618924200  192.168.49.139 151.101.121.91 C 74 55364 » 443 [SYN] Seq=0 Win=64240 Len=@ MSS=1460 SACK_PERM TSval=3877173163 TSecr=0 WS=128

ues  Telephonie

“

~ Hypertext Transfer Protocol, has 2 chunks (including last chunk) 48 p - HT TP/1.1 2
~ HTTP/1.1 200 OK\r\n 0a 44 00 OK--D ate: Mon
Response Version: HTTP/1.1 70 , 06 Apr 2026 1@
Status Code: 200 34 37 3a 34 36 20 47 54 od @a 43 6f 6e :47:46 G MT--Cont
[Status Code Description: OK] 6e 74 2d 54 79 70 65 20 74 65 78 74 2f ent-Type : text/
Raspuss hesss: O 6f 64 9 6 €7 3 20 € €8 75 Ga 6b 65 64 04 coding. chuked-
N 2 .47 M 4 e 3a 2 e coding: chunked-
EZEZ,Q?:;,F:? ﬁz;tfgzilif'\:l% Sty 43 6f 6e Ge 65 63 74 69 6f 6e 3a 20 6b 65 -Connect ion: kee
Neaner:Eidodtagl ehmkaIRRA 2d 61 6¢ 69 76 65 od 53 65 72 76 65 72 p-alive- -Server:
% L 63 6c 6F 75 64 66 6c 72 65 ed @a 4c 61 cloudfl are--Las
gz‘r‘"::t‘z;; :i;g'ﬂ:‘(i\r\" 2d 4d 6f 64 69 66 69 65 64 3a 20 54 75 65 t-Modifi
vess s e 32 34 20 4d 61 72 20 30 32 36 20 32 32 24 Mar
Last-Modified: Tue, 24 Mar 2026 22:07:32 GMT\r\n 37 3a 32 2; 47 ad ed @a 41 6¢c 25 6f 07:32 GM
Allow: GET, HEAD\r\n 20 47 54 2¢c 20 48 41 44 od @a 63 66 1 GET, H
cf-cache-status: HIT\r\n 61 63 68 65 2d 73 74 74 75 73 3a 20 48 cache-st :
Age: 2982\r\n od a 41 67 65 3a 20 32 39 38 32 @d 0a 43 T--Age: 2982:-Co
Content-Encoding: gzip\r\n

4 Packet (741 bytes)  De-chunked entity body (371 bytes)  Uncompressed entity body (528 bytes)

@ B HTTP Response HTTP-Version (http.response.version), 8 byte(s) 0 2 - Affichés : 1668 (90.6% dus : 0 (0.0%) Profil : Default

Le code renvoyé est bien « 200 OK »

Le contenu renvoyé par le serveur est envoyé par morceaux. Si on regarde « Tranfer-encoding :
chunked » :

FEichier  E¢ VYue Al ure Statisti Telephonje  Wirel

AOD4d6 mBA B Re>EF IR E C Q HR
R tp

No. Source Destination Protocol Length Info
2.131470600 34.107.243.93 192.168.49.139 . Application Data, Application Data
2.17307080@ 192.168.49.139 34.107.243.93 55898 » 443 [ACK] Seq=1952 Ack=1851 Win=64822 Len=0
2.191465800 192.168.49.139 34.107.243.93 . Application Data
2.1918e9200 34.107.243.93 192.168.49.139 443 » 55898 [ACK] Seq=1051 Ack=2091 Win=64240 Len=0
.245725100 .168.49.139 .18.26.120 38272 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2564107080 TSecr=0 WS=128
.2519437e@ .18.26.120 .168.49.139 80 » 38272 [SYN, ACK] Seq=@ Ack=1 Win=6424@ Len=0 MSS=1460
.252336600 168.49.139 .18.26.120 38272 » 8@ [ACK] Seq=1 Ack=1 Win=64240 Len=0
.253032900 .168.49.139 .18.26.120 GET / HTTP/1.1
253220308 .18.26.120 .168.49.139 80 » 38272 [ACK] Seq=1 Ack=353 Win=64240 Len=0
265386100 o .168.49.139 HTTP/1.1 208 OK (text/html)
245 2.265740000 192.168.49.139 1e4.18.26.120 38272 » 80 [ACK] Seq=353 Ack=688 Win=63891 Len=@
246 2.331128300 34.107.243.93 192.168.49.139 TLSvi.3 191 Application Data
247 2.331463500 192.168.49.139 34,107.243.93 TCP 60 55898 » 443 [ACK] Seq=2891 Ack=1188 Win=64822 Len=@ ——

253 2.618924200  192.168.49.139 151.101.121.91 TP 74 55364 + 443 [SYN] Seq=0 Wi ) Len=0 SACK_PERM 7173163 TSecr=0 Ws=128

~ Hypertext Transfer Protocol, has 2 chunks (including last chunk) tml--Tra nsfer-En
> HTTP/1.1 200 OK\r\n J 6f 64 6e 67 3a 68 75 6e 6b 65 64 coding: chunked-
Response Version: HTTP/1.1 43 6f 6e 65 63 6f 6e 3a 6b 65 +Connect ion: kee
Status Code: 200 2d 61 6¢ 69 76 65 53 65 72 76 65 72 p-alive: -Server:
[Status Code Description: OK] 63 6c 6f 75 64 66 ed @a 4c 61 cloudfl are--Las
Response Phrase: OK 2d 4d 6f 64 69 66 64 3a 20 54 75 65 t-Modifi ed: Tue,
5 .47: " 2 34 20 4d 61 72 30 32 36 20 32 32 24 Mar 2026 22:
E:i:;nﬂﬁ;ypzf’ :Z;tiﬁinil%:.\:las IR 37 3a 32 20 47 4d od @a 41 6c 6¢c 6f ©97:32 GM T--Allow
Trans;eF_EncAding. chunked\min 20 47 45 54 2c 20 48 41 44 od @a 63 66 : GET, H EAD--cf-
2 o - 61 63 68 65 2d 73 74 74 75 73 3a 20 48 cache-st atus: HI
Conngction: Keep-allve\r\n od 0a 41 67 65 3a 20 39 38 32 ed @a 43 T--Age:
Server: Fln?udflare\r‘\n 74 65 74 2d 45 6e 6f 64 69 6e 67 3a ntent-En
Last-Modified: Tue, 24 Mar 2026 22:07:32 GMT\r\n 72 69 70 od 0a 43 46 52 41 59 3a 20 39 gzip- -CF
Allow: GET, HEAD\r\n 30 33 37 36 33 62 64 36 30 30 64 34 2d 803763bd c600d4-C
cf-cache-status: HIT\r\n 47 od @a od ea 31 37 ed ea 1f 8b 08 00
Age: 2982\r\n 00 00 00 ff 65 51 cb db 30 10 bc f7 2b

Content-Encoding: gzip\r\n Packet (741 bytes)  De-chunked entity body (371 bytes)  Uncompressed entity body (528 bytes)
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Sion regarde le menu « http chunked response », on voit de le serveur a envoyé un morceau de
données de taille 371 octets :

Fichier Edi o pture Analyser Statistiques Telephonje  Wirel tils  Aide

ADAd0 mABAER Re>EF I N E QAaaEml
R tp

No. Source Destination Protocol Length Info

2.131470600 34.107.243.93 192.168.49.139 . Application Data, Application Data

2.17307080@ 192.168.49.139 34.107.243.93 55898 » 443 [ACK] Seq=1952 Ack=1051 Win=64822 Len=0

2.191465800 192.168.49.139 34.107.243.93 . Application Data

2.1918e9200 34.107.243.93 192.168.49.139 443 » 55898 [ACK] Seq=1051 Ack=2091 Win=64240 Len=0
.245725100  192.168.49.139 104.18.26.120 38272 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2564107080 TSecr=0 WS=128
.251943760 104.18.26.120 192.168.49.139 80 » 38272 [SYN, ACK] Seq=8 Ack=1 Win=6424@ Len=0 MSS=146@
.252336600 168.49.139 104.18.26.120 38272 » 8@ [ACK] Seq=1 Ack=1 Win=64240 Len=0
.253032900 .168.49.139 104.18.26.120 GET / HTTP/1.1
253220300 .18.26.120 192.168.49.139 80 » 38272 [ACK] Seg=1 Ack=353 Win=64240 Len=0
.265386100 o 168.49.139 HTTP/1.1 208 OK (text/html)
.265740000 192.168.49.139 1e4.18.26.120 38272 » 8@ [ACK] Seq=353 Ack=688 Win=63891 Len=0

2.331128300 34.107.243.93 192.168.49.139 191 Application Data

2.331463500 192.168.49.139 34,107.243.93 60 55898 » 443 [ACK] Seq=2891 Ack=1188 Win=64822 Len=@

192.168.49.139 151.101.121.91 74 55364 + 443 [SYN] Seq=8 Wi 240 S: SACK_PERM

CF-RAY: 9e803763bdc600d4-CDG\r\n : 47 ed 1f
\r\n 00 00 00 f 65 51 cb db 30 10 bc f7 2b
fram 6a 89 16 9a 04 o1 4d 28 d@ de 72 cc of
[Time since request: 12.353200 milliseconds] 95 b4 @8 1f 82 b9 92 18 fe 7 d2 52 72
[Request URI: /] €0 Be 77 76 66 87 fa 09 1d af 13 8a 91
5 fd 14 16 fc de 14 8b 5c 23 98 56 33
6 ef 3f 70 93 45 f1 38 20 af e5 8e 6a
€2 83 c3 a6 58 @8 2f 88 Sc 88 2e 78 46
" Datgh:::n:i5:'713;;':09::2):5 71 21 c3 63 63 70 a1 @e cb ad 38 @a f2 c4
A 4c 1d 58 6c ea 2c 93 cd a3 de 82 59 af
Chunk data [..]: 1f8b@80@EEEEBEEERRTFE551chb6edb3010bcf72b58F96a89169a04014d0¢ bd 6F 31 cc de a8 03 9 37 8e 7a 3a 2d
Chunk boundary: edéa 83 38 90 57 5 e3 32 98 39 9c fb ac 52
» End of chunked encoding c8 ae 2a ad 89 d1 95 1d 13 f8 54 26 8c
\r\n c6 fa ba f5 24 fa 40 57 8f e8 6e 86 96
Content-encoded entity body (gzip): 371 bytes -> 528 bytes a0 23 d5 a9 7a be b2 e4 df 8F a@ 16 #1002
File Data: 528 bytes 68 ae 5d be 21 aa c3 87 e7 9b 96 bb 31 h ]!
» Line-based text data: text/html (1 lines)
‘

1 reque
HTTP chunked response

Packet (741 bytes)  De-chunked entity body (371 bytes)  Uncompressed entity body (528 bytes)

@ B Chunksize (http.chunk size), 5 byte(s) 2 2 - Affichés : 1668 (90. s : 0 (0.0%) Profil : Default

En dessous, on voit le menu « File Data » qui nous indique que la taille totale des données
envoyées est 528 bytes

Comparons les « Sequence number » et « acknowledgment number » entre la requéte « GET » et
la réponse du serveur :

Fichier Edi e Alle pture Analyser ~Statistiques Telephonie Wirel tils  Aide

AD4AdOG m B Rex>EFIEE A2QAER
R tp

No. Source Destination Protocol Length Info
2.131470600 34.107.243.93 192.168.49.139 . Application Data, Application Data
2.17307080@ 192.168.49.139 34.107.243.93 55898 » 443 [ACK] Seq=1952 Ack=1051 Win=64822 Len=0
2.191465800 192.168.49.139 34.107.243.93 . Application Data
2.1918e9200 34.107.243.93 192.168.49.139 443 » 55898 [ACK] Seq=1051 Ack=2091 Win=64240 Len=0
.245725100 .168.49.139 104.18.26.120 38272 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2564107080 TSecr=0 WS=128
.251943700 .18.26.120 192.168.49.139 80 » 38272 [SYN, ACK] Seq=8 Ack=1 Win=6424@ Len=0 MSS=146@
252336600 168.49.139 104.18.26.120 38272 » 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0@
. 253032900 168.49.139 .18.26.120 GET / HTTP/1.1
.253220300 .18.26.120 .168.49.139 80 -+ 38272 [ACK] Seg=1 Ack=353 Win=64240 Len=0
.265386100 .18.26.120 192.168.49.139 741 HTTP/1.1 20@ OK (text/html)
.265740000 192.168.49.139 1e4.18.26.120 38272 » 8@ [ACK] Seq=353 Ack=688 Win=63891 Len=0
2.331128300 34.107.243.93 192.168.49.139 191 Application Data
2.331463500 192.168.49.139 34,107.243.93 60 55898 » 443 [ACK] Seq=2891 Ack=1188 Win=64822 Len=@
240 S: SACK_PERM

253 2.618924200  192.168.49.139 151.101.121.91 74 55364 -+ 443 [SYN] Seq=0 Wi

‘

~ Transmission Control Protocol, Src Port: 38272, Dst Port: 88, Seq: 1, Ack: 1, Len: x .. P
Source Port: 38272 20 20 48 54 54 RS T / HTTP
Destination Port: 8@ 74 3a 20 65 78 61 - st: exam
[Stream index: 9] 55 73 65 72 2d 41 . _User-Ag
[Stream Packet Number: 4] 6c 6c 61 2f 35 2e : illa/s.0
[Conversation completeness: Complete, WITH_DATA (31)] ‘;’i ;: Zz ;g Zg 32 & ;V. ;::"ejsg
[TCP Segment Len: 352] S = T =208
Sequence Number: 1 (relative sequence number) ;2 ;é Zg ;; j? Zg i:;:;?ﬁ ZG;MAZ
Sequence Number (raw): 3031804913 5F €8 74 €d 6c 2¢ Gt oo ohmiva
[Next Sequence Number: 353 (relative sequence number)] e 2F 78 €8 74 &d DRl catilan it

Acknowledgment Number: 1 (relative ack number) 69 63 61 74 69 6f +xml,app lication

Acknowledgment number (raw): 1588935851 39 2¢ 2a 2f 2a 3b /xml;q=0 .9,*/*;q

= Header Length: 20 bytes (5) 65 70 74 2d 4c 61 =0.8 Ac cept-Lan

Flags: @xe18 (PSH, ACK) 2¢ 66 72 2d 46 52 guage: f r,fr-fR;

Window: 64240 55 53 3b 71 3d 30 q=0.8,en -US;q=0.

[Calculated window size: 64240] 33 od @a 41 63 63 5,en;q=@ .3 Acce

6e 67 3a 20 67 7a pt-Encod ing: gzi

value of the acknowledgment number (tcp.ack raw), 4 byte(s) P, 2 - Affichés : 1668 (90. s : 0 (0.0%) Profil : Default
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Fichier ~Editer
AD 4 e
R tp

Vue ro Analyser  Statisti Telephonie  Wireless

mEARRE SResEFINEE

Source Destination
.131470600 34.107.243.93 192.168.49.139 TLSV1.3 886 Application Data, Application Data
.173e70800 192.168.49.139 34.107.243.93 TCP 60 55898 » 443 [ACK] Seq=1952 Ack=1051 Win=64822 Len=@
.191465800 192.168.49.139 34.107.243.93 TLSv1.3 193 Application Data
.191809200 34.107.243.93 192.168.49.139 TCP 443 » 55898 [ACK] Seq=1051 Ack=2091 Win=64240 Len=0
.245725100  192.168.49.139 104.18.26.120 38272 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=146@ SACK_PERM TSval=2564107080 TSecr=0 WS=128
.2519437e@ 104.18.26.120 192.168.49.139 80 -+ 38272 [SYN, ACK] Seq=@ Ack=1 Win=6424@ Len=0 MSS=1460
.252336600 192.168.49.139 104.18.26.120 38272 » 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
.253032900  192.168.49.139 104.18.26.120 GET / HTTP/1.1
.253220300  104.18.26.120 192.168.49.139 80 » 38272 [ACK] Seg=1 Ack=353 Win=64240 Len=0
.265386100 .18.26.120 168.49.139 HTTP/1.1 208 OK (text/html)
.265740000 192.168.49.139 104.18.26.120 38272 +» 80 [ACK] Seq=353 Ack=688 Win=63891 Len=0
.331128300 34.107.243.93 192.168.49.139 TLSvi.3 191 Application Data
.331463500 192.168.49.139 34.,107.243.93 TCP 60 55898 » 443 [ACK] Seq=2891 Ack=1188 Win=64022 Len=@

‘

~ Transmission Control Protocol, Src Port: 8@, Dst Port: 38272, Seq: 1, Ack: 353, 8b 80
Source Port: 80 fo 7@ fo @0 o0 48 312
Destination Port: 38272 30 20 4b ed ea 3a K ate: Mon
[Stream index: 9] 20 30 36 20 41 7@ 72 32 30 32 . 2026 10
[Stream Packet Number: 6] 34 37 3a 34 36 20 54 od ea :47: MT- - Cont
6e 74 54 79 70 20 74 65 : te
6d 6¢ ©a 54 72 73 66 65 nsfer-En
6f 64 6e 67 3a 68 75 6e ing: chunked

. 43 6f 6e 6e 65 63 6f 6e 3a ion: kee
Sequence Number (raw): 1588935851 o4 ellesieo e ek e . i

[Next Sequence Number: 688  (relative sequence number)] 63 6¢ 6F 75 64 66 72 65 od AR
Acknowledgment Number: 353 (relative ack number) 2d 4d 64 69 66 64 3a 20 t-Modifi ed: Tue,
Acknowledgment number (raw): 3031805265 32 34 20 4d 61 72 30 32 36 24 Mar 2026 22:
o101 = Header Length: 20 bytes (5) 37 3a 32 20 47 4d ed @a 41 ©7:32 GM T -Allow
» Flags: ex018 (PSH, ACK) 20 47 54 2c 20 48 41 44 ed : GET, H EAD -cf-
Window: 64240 61 63 65 2d 73 74 74 75 73 cache-st atus: HI

lculated window size: 64240 -
q [eaculatsdiandon s 240 Packet (741 bytes) ~ De-chunked entity body (371 byt entity body (528 bytes)

» [Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: 687]
Sequence Number: 1 (relative sequence number)

® & This e of the acknowledgment number (tcp.ack 7t Paquets : 1 Affichés 5:0 Profil : Default

Sequence number relatif 1 1

Sequence number (raw) 3031804913 1588935851
Acknowledgment number relatif 1 353
Acknowledgment number (raw) 1588935851 3031805265

Schéma:

1. Envoi de la requéte web
Requéte HTTP GET

e Seq=1(Leclientcommence a parler)

o Ack=1 (Leclient confirme qu'il a regu le SYN-ACK précédent)

e Len=352(Lataille de la requéte GET)
2. Traitement et réponse du serveur

Réponse HTTP 200 OK (Début des chunks)

e Seq=1(Le serveur commence a envoyer ses données web)

e Ack =353 (Le serveurvalide les 352 octets du GET : 1 + 352 = 353)
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4- Analyse de la fermeture TCP

Analysons désormais la fermeture de la connexion TCP :

Eichier Editer Vue

ADde mBAERE R e IR E
A ipaddr ==104.18. 20

No. Time Source Destination Protocol Length Info
240 2.25194370@ 104.18.26.120 192.168.49.139 58 80 -+ 38272 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=@ MSS=1460
241 2.252336600 192.168.49.139 104.18.26.120 60 38272 » 80 [ACK] Seq=1 Ack=1 Win=64248 Len=0
242 2.253032900 192.168.49.139 104.18.26.120 406 GET / HTTP/1.1
243 2.253220300 104.18.26.120 192.168.49.139 54 80 -+ 38272 [ACK] Seq=1 Ack=353 Win=64240 Len=0
244 2.2653861e0 104.18.26.120 192.168.49.139 741 HTTP/1.1 200 OK (text/html)
245 2.265740000 192.168.49.139 104.18.26.120 60 38272 » 80 [ACK] Seq=353 Ack=688 Win=63891 Len=@
277 2.649137960 192.168.49.139 104.18.26.120 420 GET /favicon.ico HTTP/1.1
278 2.649307500 104.18.26.120 192.168.49.139 54 80 -+ 38272 [ACK] Seq=688 Ack=719 Win=64240 Len=0
281 2.661949700 104.18.26.120 192.168.49.139 683 HTTP/1.1 404 Not Found (text/html)
282 2.662266200 192.168.49.139 104.18.26.120 60 38272 » 80 [ACK] Seq=719 Ack=1317 Wi
1786 8.071249200 2 3 1 2, 2 60 38272 » 8@ [FIN, ACK] 7.
1787 8.071385700 . .49,
1809 8.877622600 . 5 ] 239 Len=0
1816 8.677771800  192.168.49.139 .1

4

» Frame 1786: Packet, 6@ bytes on wire (48@ bits), 60 bytes captured (488 bits) on inta 90 50 56 ed d4 67 29 o1 37 fb @8 @@ 45 ee PV g )-7
» Ethernet II, Src: VMware_01:37:fb (©0:0c:29:01:37:fb), D Muare_ed:d4:67 (00:50:5 00 28 2e 4b 40 97 c7 c@ a8 31 8b 68 12 (.Ke @
» Internet Protocol Version 4, Src: 192.168.49.139, Dst: 104.18.26.120 920 1a 78 95 80 @@ 50 ae bf Se b5 41 cf 50 11
il Transmission Control Protocol, Src Port: 38272, Dst Port: 89, Seg: 719, Ack: 1317, U 0208 42 bZloa Se 99,6009 00

Source Port: 38272

Destination Port: 8@

[Stream index: 9]

[Stream Packet Number: 12]

[Conversation completeness: Complete, WITH_DATA (31)]

[TCP Segment Len: @]

Sequence Number: 719 (relative sequence number)

Sequence Number (ra 031805631

[Next Sequence Numb 20 (relative sequence number)]

Acknowledgment Number: 1317 (relative ack number)

Acknowledgment number (raw): 1588937167

0101 .... = Header Length: 2@ bytes (5)
]

@ E  This shows the raw value of the acknowledgment number (tcp.ack Paquets : 1842 - Affichés : 15 (0.8%) - Perdus : 0 (0.0%) Profil : Default

#1786 FIN + ACK Serveur Seqrelatif=719 Le serveur demande la
Seq (raw) = 3031805631 fermeture

Ack relatif =1317
Ack (raw) = 1588937167
#1787 ACK Client Seqrelatif=1317 Le client confirme la
Seq (raw) = 1588937167 fermeture du serveur

Ack relatif =720
Ack (raw) = 3031805632
#1809 FIN + ACK Client Seqrelatif=1317 Le client ferme la
Seq (raw) = 1588937167 connexion et la confirme

Ack relatif =720
Ack (raw) = 3031805632
#1810 ACK Serveur Seq relatif =720 Le serveur confirme la
Seq (raw) = 3031805632 fermeture du client

Ack relatif = 1318
Ack (raw) = 1588937168

Le drapeau FIN incrémente le numéro d’acquittement de 1 comme le drapeau SYN car TCP doit
garantir de maniéere absolue que les drapeaux SYN et FIN ont bien été regus. C’est pour cela
gu’ils doivent consommer un octet. Lors de 'acquittement, la présence de cet octet est
nécessaire car elle prouve que Uautre machine a bien regu Uinformation.
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5-Cas des drapeaux RST

Le drapeau RST signifie une fermeture abrupte de connexion :

Ll Ui i pture  Analyser Statistiques Telephonie W Qutils
ADAO mARR ResEF oW = Em
N tcpflagsreset == 1

Time Source Destination Protocol Length Info
.068045600 192.168. 34.160.144.191 TCP 60 57790
.653121400 192.168. 151.1e1. . TCcP 60 55364 Seq=2121
346606500 192.168. 199.2 ¥ TCcP 60 36526 Seq=2127
4.346657500 192.168.49.139 199. . . TCP 60 36522 Seq=2127
1692 4.417893600 192.168.49.139 151. 1. TCcP 60 51506 Seq=2102
1093 4.417970200 192.168.49.139 151. 1. TCP 60 51514 Seq=2102
1694 4.417978400 192.168.49.139 151. .1. TCP 60 51496 Seq=2102
1099 4.418143700 192.168.49.139 151. .1. TCcP 60 51518
1122 4.425496600 192.168.49.139 151. 1. TCP 60 51508
1794 8.072677100 192.168.49.139 151. .1, TCP 60 51490
1802 8.075064500 192.168.49.139 199. 169.91 TCcP 60 36516
1832 8.084064100 192.168.49.139 151. 121.91 TCP 60 55350
1836 8.089278700 192.168.49.139 151. .121.91 TCP 60 55346
1837 8.e89370300 192.168.49.139 151. 193.91 60 53264

Sequence Number: 876 (relative sequence number) 50 56 ed d4 67 @@ ©c 29 e1 37 fb ©8 00 45 00 PV g
Sequence Number (raw): 3274836730 28 00 00 40 00 40 06 ef db ce a8 31 8b 97 65 (@@
[Next Sequence Number: 876 (relative sequence number)] 002 5b de 10 61 bb c3 32 ©a fa 00 00 00 00 50 84 £
Acknowledgment Number: @ 0@ c4 3 00 00 00 00 00 @0 00 00 *
Acknowledgment number (raw): @

0101 Header Lengt! bytes (5)

indow: ©

[Calculated window size: @]

[Window size scaling factor: -2 (no window scaling used)]

Checksum: @xc4f3 [unverified]

[Checksum Status: Unverified]

Urgent Pointer: @

[Timestamps]

[Client Contiguous Streams: 1]

[Server Contiguous Streams: 1]

he raw

Nous avons plusieurs Drapeaux RST dans notre capture.

Dans un contexte normal, c’est le drapeau FIN qui met fin a une connexion. Le drapeau RST est
plus brutal. Il peut survenir en cas de port fermé, de fermeture brutale de Uapplication, de
blocage pare-feu, etc...
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6-Analyse des retransmissions TCP

On utilise le filtre « tcp.analysis.retransmission » pour voir les retransmissions TCP :

Destination

34.120.237.76

1661 4.785308200 192.168.49.139

4

» Frame 1661: Packet, 6@ bytes on wire (488 bits), 60 bytes captured (489 bits) on inta
» Ethernet II, Src: VMware_01:37:fb (©0:0c:29:01:37:fb), Dst: VMware_ed:d4:67 (00:50:5
» Internet Protocol Version 4, Src: 192.168.49.139, Dst: 34.120.237.76
=
Source Port: 53732
Destination Port: 443
[Stream index: 25]
[Stream Packet Number: 23]
[Conversation completeness: Complete, WITH_DATA (31)]
[TCP Segment Len: @]
Sequence Number: 2112
Sequence Number (raw):
[Next Sequence Number: 2113 (relative sequence number)]
Acknowledgment Number: 3737 (relative ack number)
Acknowledgment number (raw): 364869698
= Header Length: 20 bytes (5)

(relative sequence number)
4149509370

ment number (tcp.as

Wireshark les affiche en noir par défaut

Il existe deux types de retransmissions TCP :

90 50 56 ed d4 67 @0 ec
00 28 ad 91 40 @0 40 06
© ed 4c d1 e4 @1 bb f7 54
f5 3c 17 b2 20 00 00 @0

29 o1 37 fb @8 @@ 45 ee
8b 46 co a8 31 8b 22 78
7c fa 15 b3 43 42 50 19
20 00 o0 o0

3%) - Perdus : 0

L-

PV.g- )7  E
(@ee | AR B8
“T |---CBP-

Profil : Default

Retransmission RTO

L’émetteur attend Uexpiration d’un minuteur
(RTO). Si aucun ACK n’est regu avant, il
retransmet le paquet.

Retransmission rapide

Si 'émetteur recoit 3 ACK dupliqués
consécutifs (dupthresh = 3), il retransmet
immeédiatement sans attendre le RTO.
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On peut voir le RTO ainsi que les différents ACK envoyés :

1654 4.682033380 . . 6@ 53714 + 443 [ACK] Seq=4831 Ack=54817 Win=36552 Len=@
1655 4.615296480 . . 93 Application Data
1656 4.615556280 54 443 + 53714 [ACK] S

1662 4.785511300  34.120.237.76 192.168.49.139 54 443 -+ 53724 [ACK] S

1663 4.785644500 34.120.237.76 192.168.49.139 54 443 + 53782 [ACK] Seq=3737 Ack=2113 W

1664 4.78571458@ 34.128.237.76 192.168.49.139 54 443 + 53694 [ACK] Seq=3737 Ack=2113 Win=64239 Len=8
1665 4.78577438@ 34.128.237.76 192.168.49.139 54 443 » 53744 [ACK] Seq=3737 Ack=2113 Win=64239 Len=8
1666 4.785845880 34.1208.237.76 192.168.49.139 54 443 » 53732 [ACK] Seq=3737 Ack=2113 Win=64239 Len=8
1667 6.245138000 192.168.49.139 192.168.49.2

» 3 @8 50 56 ed d4 67 @@ @c 29 @1 37 fb @8 e
i H 80 @0 28 ad 91 40 @@ 406 ©6 8b 46 c@ a8 31 8b
window size: 62780) 9020 ed 4¢c dl ed4 01 bb f7 54 7c fa 15 b3 43 42
[Window size scaling factor: -2 (no window scaling used)] 5 3c 17 b2 @e o0 6o o0 oe ee oe eo
Checksum: @x17b2 [unve;
[Checksum Status: Unverifi
Urgent Pointer: @
[Timestamps]
S
[iRTT: 8.28260@ milliseconds]
Al [TCP Analysis Flags]
» [Expert Info (Nof

[Client
[Server Contiguol

@ B  Source Port (tep.srepol s) 842 - Perd Profil : Default

Il s’agit retransmissions RTO car il n’y a pas de ACK dupliqués. Les retransmissions ont bien
attendu la fin du RTO pour s’effectuer.

En temps normal, quand deux ordinateurs communiquent via TCP, le récepteur envoie un ACK
(Acknowledgment / Accusé de réception) pour valider ce qu'il a regu.

La subtilité de TCP, c'est que 'ACK indique le prochain paquet attendu, et non pas celui qui vient
d'arriver.

o Sijerecois le paquet n°100, je renvoie un ACK 101

Le probleme survient quand un paquet se perd, mais que les suivants arrivent. Imaginons qu'un
serveur vous envoie les paquets 1, 2, 3, 4 et 5.

1. Vousrecevez le paquet 1. Vous répondez : ACK 2 (J'attends le 2).
2. Lepaquet2 est perdu par le réseau.

3. Vousrecevez le paquet 3. Vous ne pouvez pas accuser réception du 3, car il vous
mangque le 2 (TCP a besoin de tout dans l'ordre).

4. Votre ordinateur va donc répéter sa derniere demande valide : il renvoie un ACK 2. C'est
cela, un ACK dupliqué (Dup ACK).

La retransmission rapide se déclenche a la réception de 3 ACK dupliqués consécutifs.

Au lieu d’attendre que le chronometre (RTO) expire, le serveur renvoie immédiatement le paquet
perdu au bout de 3 ACK
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7-Analyse du trafic SSH

Connectons-nous en SSH a notre VM depuis notre machine physique et effectuons quelques

commandes:

Invite de commandes X + | v

Microsoft Windows [version 10.0.26200.8117]
(e) Microsoft Corporation. Tous droits réservés.

C:\Users\dylan>ssh debian@192.168.49.139
debian@192.168.49.139's password:
Linux dylan 6.1.0-d4d-amdéd #1 SMP PREEMPT_DYNAMIC Debian 6.1.16uU-1 (2026-03-09) x86_6U

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyrig

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Mon Feb 9 16:11:23 2026 from 192.168.49.1

:~$ 1s

:~$ cd Documents
: $ 1s
8 $ pwd
/home/debian/Documents
H $ whoami
debian
$ exit

déconnexion

Connection to 192.168.49.139 closed.

\Users\dylan>|

On peut ensuite observer le three-way handshake lors de la connexion SSH :

Fichier Editer Vue Aller Capture Analyser Statistiques Telephonje Wirele Qutils

ADAG mABRRE Rex>2EFINEE QQAQER

Source Destination Protocol Length Info
.000000000 \VMware_c0:00:08 Broadcast Who has 192.168.49.139? Tell 192.168.49.1
.000646700  VMware_01:37:fb VMware_c0:00:08 192.168.49.139 is at @0:0c :
.001173800 . .49. . .49. 64313 » 22 [SYN] Seq=0 Win: MSS=1460 WS=256 SACK_PERM
002110300 - B 5 .49. 22 » 64313 [SYN, ACK] Seq=0 Acl Win=64240 Len=0 MSS=1460@ SACK_PERM WS=128
.092546900 . . . .49, TCP 64313 » 22 [ACK] Seq=1 Ack=1 Wi
.068478600 . .49. . .49. SSHv2 Server: Protocol (SSH-2.8-OpenSSH_9.2p1 Debian-2+debl2u7)
.113289500 . .49. . .49. TCP 64313 » 22 [ACK] Seq=1 Ack=41 Win=65280 Len=0
.128180200 = .49. 0 .49. SSHv2 Client: Protocol (SSH-2.8-OpenSSH_for_Windows_9.5)
.129045200 . .49. . .49. TCP 22 » 64313 [ACK] Seq=41 Ack=34 Win=64256 Len=0
.141790300 .168.49. .168.49. SSHV2 Server: Key Exchange Init
161425800 . .49, = .49. SSHv2 Client: Key Exchange Init
.202786000 . .49. . .49. TCP 22 » 64313 [ACK] Seq=1177 Ack=1466 Win=64128 Len=0
.203164500 P .49. . .49. SSHv2 Client: Elliptic Curve Diffie-Hellman Key Exchange Init

.203927200 . .49, . .49, TCP 22 » 64313 [ACK] Seq=1177 Ack=1514 Win=64128 Len=0

i Transmission Control Protocol, Src Port: 64313, Dst Port: 22, Seg: @, Llen: 0 00 0c 29 o1 37 fb @0 50 56 co 00 08 08 00 45 00
Source Port: 64313 00 34 le el 40 00 8 @5 c@ a8 31 01 co a8
Destination Port: 22 31 8b fb 39 @0 16 e4 75 00 00 00 00 80 02
[Stream index: @] ff ff ee 6¢c 00 00 85 b4 @1 03 e3 es8 o1 e1
[Stream Packet Number: 1] 64 02
[Conversation completeness: Complete, WITH_DATA (47)]

[TCP Segment Len: @]
Sequence Number: @  (relative sequence number
Sequence Number (raw): 3170952309
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: ©
Acknowledgment number (raw): @
1000 .... = Header Length: 32 bytes (8)
Flags: ©x@82 (SYN)
Window: 65535
[Calculated window size: 65535]
‘

@® B captures SSH.pcapng

Paquets : 28

En effet, le protocole SSH utilise bien le TCP. Le port utilisé par le protocole SSH est 22

Profil : Default
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Regardons ensuite les 2 premier paquets SSH :

Eichier

No.

Editer

AD0de mBaRE R

Vue Aller ure  Analyser iqui

@ D B E

Telephonie  Wir

Source
VMware_c@:00:08
VMware_01:37:fb
192.168.49.1
192.168.49.139
192.168.49.1
192.168.49.139
192.168.49.1

Time Destination
Broadcast
VMware_c0:00:08
192.168.49.139
192.168.49.1
192.168.49.139
192.168.49.1
192.168.49.139

1 ©.000000000
2 0.0080646700

ARP
ARP

5 0.092546900
6 0.060478600
7 ©.113289500

8 ©.128180200 192.168.49.1 192.168.49.139

9 ©.129045200 192.168.49.139 192.168.49.1 TCP
10 ©.141790300 192.168.49.139 192.168.49.1 SSHv2
11 ©.161425800 192.168.49.1 192.168.49.139 SSHv2
12 ©.202786000 192.168.49.139 192.168.49.1 TCcP
13 ©.203164500 192.168.49.1 192.168.49.139 SSHv2
14 ©.203927200 192.168.49.139 192.168.49.1 TCP

0101 .... = Header Length: 2@ bytes (5)
Flags: ©x@18 (PSH, ACK)

Window: 5@2

[Calculated window size: 64256]
[Window size scaling factor: 128]
Checksum: @x1faa [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @

[Timestamps]

[SEQ/ACK analysis]

[Client Contiguous Streams: 1]
[Server Contiguous Streams: 1]
TCP payload (49 bytes)

~ SSH Protocol

Fichier

Protocol: SSH-2.0-OpenSSH_9.2p1 Debian-2+debl2u7
[Direction: Server to Client]

ang

]

LA

Editer Vue Telephonje  Wirel
Source Destination

. VMware_c@:00:08 Broadcast ARP
2 0.000646700  VMware_01:37:fb VMware_c0:00:08 ARP
3 0.001173800 192.168.49.1 192.168.49.139 TCP
4 0.002110300  192.168.49.139 192.168.49.1 TCP
5 ©.082546900 192.168.49.1 192.168.49.139 TCP
6 0.060478600 192.168.49.139 192.168.49.1 SSHv2

7 ©.113289500  192.168.49.1 192.168.49.139 TCP

8 ©.128180200 192.168.49.1 192.168.49.139

9 ©.129045200 192.168.49.139 192.168.49.1 TCP
10 ©.1417903e@ 192.168.49.139 192.168.49.1 SSHv2
11 ©.161425800 192.168.49.1 192.168.49.139 SSHv2
12 ©.202786000 192.168.49.139 192.168.49.1 TCP
13 ©.203164500 192.168.49.1 192.168.49.139 SSHv2
14 8 203927200 192.168.49.139 192.168.49.1 TCP

8101 .... = Header Length: 20 bytes (5)
Flags: @x018 (PSH, ACK)
Window: 255

[Calculated window size:
[Window size scaling factor:
Checksum: @x3d39 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @

65280]
256]

[Timestamps]

[SEQ/ACK analysis]

[Client Contiguous Streams: 1]

[Server Contiguous Streams: 1]

TCP payload (33 bytes)

¥ SSH Protocol

Protocol: SSH-2.8-OpenSSH_for_Windows_9.5

[Direction: Client to Server]

Source Port (tep.srcport), 2 byte(s)

Protocol Length Info

42 Who has 192.168.49.139? Tell 192.168.49.1
60 192.168.49.139 is at 00:0c:29:01:37:fb
66 64313 » 22 [SYN] Seq=0 Win=65535 Len=0 MSS=146@ WS=256 SACK_PERM
66 22 + 64313 [SYN, ACK] Seq=@ Ack=1 Win=64240 Len=@ MSS=1460 SACK_PERM WS=128
54 64313 » 22 [ACK] Seg=1 Ack=1 Win=6528@ Len=
94 Server: Protocol (SSH-2.0-OpenSSH_9.2pl Debian-2+deb12u7.
54 64313 » 22 [ACK] Seg=1 Ack=41 Win=6528@ Len=@
87 Client: Protocol (SSH-2.@-OpenSSH_for_Windows_9.5)
60 22 -+ 64313 [ACK] Seq=41 Ack=34 Win=64256 Len=0
1190 Server: Key Exchange Init
1486 Client: Key Exchange Init
60 22 » 64313 [ACK] Seq=1177 Ack=1466 Win=64128 Len=0
102 Client: Elliptic Curve Diffie-Hellman Key Exchange Init
60 22 - 64313 [ACK] Seq=1177 Ack 1514 Win=64128 Len=0

®

50 56 c@
5@ 99 be
01 ee 16
f6 1f aa
6e 53 53
6e 2d 32

©0 08 90 ec 29 o1
40 00 40 06 bd 1a
fb 39 be 27 f8 62
00 00 53 53 48 2d
48 5f 39 2e 32 70
2b 64 65 62 31 32

37 fb
c@ a8
bd ee
32 2e
31 20
75 37

ensSH_9. 2p1 Debi
an-2+deb 12u

Profil : Default

Protocol Length Info

42 Who has 192.168.49.139? Tell 192.168.49.1

60 192.168.49.139 is at 09:0¢:29:01:37:b

66 64313 »+ 22 [SYN] Seq=0 Win=65535 Len=@ MSS=1460 WS=256 SACK_PERM

66 22 » 64313 [SYN, ACK] Seq=@ Ack=1 Win=64240 Len=@ MSS=1460 SACK_PERM WS=128

54 64313 » 22 [ACK] Seg=1 Ack=1 Win=65280 Len=0

94 Server: Protocol (SSH-2.8-OpenSSH_9.2p1 Debian-2+debl2u7)

54 64313 » 22 [ACK] Seg=1 Ack=41 Win=6528@ Len=@

87 Client: Protocol (SSH-2.8-OpenSSH_for Windows_9.5)

60 22 » 64313 [ACK] Seq=41 Ack=34 Win=64256 Len:

1190 Server: Key Exchange Init

1486 Client: Key Exchange Init
60 22 -+ 64313 [ACK] Seq=1177 Ack=1466 Win=64128 Len=0

102 Client: Elliptic Curve Diffie-Hellman Key Exchange Init
60 22 » 64313 [ACK] Seq=1177 Ack 1514 Win=64128 Len=0

oc 29 o1
49 1le e4
8b fb 39
ff 3d 39
6e 53 53
5f 39 2e

37 fb ee 5@
40 00 80 06 ed c@ a8 31 01 co
00 16 bd @0 76 be 27 f8 8a 5@
00 00 53 53 2d 32 2e 30 2d 4f
48 5f 66 6f 5f 57 69 6e 64 6f
35 ed ea

cO 00 98 08 00 45

enSSH_fo r_Window
8 9.5

83 - Perdus : 0 (0.0% Profil : Default

On voit les deux machines s’annoncer en clair. Les deux paquets annoncent la version utilisée
par le client et le serveur : SSH 2.0 OpenSSH for Windows 9.5, SSH 2.0 OpenSSH for Debian
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On peut ensuite observer les paquets « Key exchange unit » client / serveur :

captures SSH.pcapng

Fichier Editer Vue Allr Capture Analyser Statistiques Telephonie Wir

ADAGO mBRR Re>2EF IR E QA EE

No. Time Source Destination Protocol Length Info

1 ©.000000000 VMware_c@:00:08 Broadcast ARP 42 Who has 192.168.49.139? Tell 192.168.49.1

2 0.090646700 VMware_01:37:fb VMware_c0:00:08 ARP 60 192.168.49.139 is at 00:0c:29:01:37:fb

3 0.001173800 192.168.49.1 192.168.49.139 TCP 66 64313 » 22 [SYN] Seq=0 Win=65535 Len=@ MSS=146@ WS=256 SACK_PERM

4 9.002110300  192.168.49.139 192.168.49.1 TCP 66 22 » 64313 [SYN, ACK] Seq=@ Ack=1 Win=64240 Len=@ MSS=1460 SACK_PERM WS=128

5 ©.092546900 192.168.49.1 192.168.49.139 TCP 54 64313 » 22 [ACK] Seg=1 Ack=1 Win=65280 Len=0

6 ©.060478600 192.168.49.139 192.168.49.1 SSHv2 94 Server: Protocol (SSH-2.€-OpenSSH_9.2pl Debian-2+debl2u7)

7 ©.11328950@ 192.168.49.1 192.168.49.139 TCP 54 64313 » 22 [ACK] Seg=1 Ack=41 Win=6528@ Len=@

8 ©.128180200 192.168.49.1 192.168.49.139 SSHv2 87 Client: Protocol (SSH-2.0-OpenSSH_for_Windows_9.5) |
9 0.129045200 192.168.49.139 192.168.49.1 TCP 60 22 » 64313 [ACK] Seq=41 Ack=34 Win=64256 Len=0

10 ©.141790300 192.168.49.139 192.168.49.1 Server: Key Exchange Init
11 0.161425800 192.168.49.1 192.168.49.139 Client: Key Exchange Init
12 ©.202786000 192.168.49.139 192.168.49.1 22 » 64313 [ACK] Seq=1177 Ack=1466 Win=64128 Len=@
13 ©.203164500 192.168.49.1 192.168.49.139 Client: Elliptic Curve Diffie-Hellman Key Exchange Init
14 ©.203927200 192.168.49.139 192.168.49.1 22 » 64313 [ACK] Seq=1177 Ack=1514 Win=64128 Len=0

0101 .... = Header Length: 28 bytes (5) ] 01 6016 fb 39 be 27 8 8a bd B9t e
Flags: @x018 (PSH, ACK) 6 8b a9 0@ 00 60 00 84 6¢ @b e
Window: 502 4b bd cb 94 73 b2 c@ ee 57 62 K-8
[Calculated window size: 64256] 6e 74 72 75 70 37 36 31 78 32 sntrup76 1x25519-
(Window size scaling factor: 128) 68 61 35 31 32 2c 73 6e 74 72 shas12,s ntrup761
Checksum: @x8ba9 [unverified] 23 ;i 3; 2; 2 é: Zi fz 31 22 )‘355:9'5 hasm"’g
R i e 2e 6d 2c enssh.co m,curve
L[Aiz:f‘:sszlzz:”se Unveritied) 35 31 39 2d 73 32 35 36 5519-sha 256, curv
. 32 35 35 31 39 61 €25519-s ha256@1i
[Timestamps] 73 73 68 2e 6f 65 bssh.org ,ecdh-sh
[SEQ/ACK analysis] 32 2d 6e 69 73 35 a2-nistp 256,ecdh
[Client Contiguous Streams: 1] 73 68 61 32 24 74 -sha2-ni stp384,e
[Server Contiguous Streams: 1] 64 68 2d 73 68 6e cdh-sha2 -nistp52
TCP payload (1136 bytes) 2¢ 64 69 66 66 ] 1,diffie -hellman
~ SSH Protocol 67 72 6f 75 70 -group-e xchange-
» SSH Version 2 (encryption:chacha2e-poly1385@openssh.com mac:<implicit> compressio 68 61 £ sha2s6,d iffie-he
[Direction: Server to Client] - 6¢c 6d 2d 1lman-gr oupl6-sh
q » 64 2512,dif fie-hell -

oL c 1),2b ) Paquets : 283 - Perdus ) Profil : Default
Ces paquets correspondent a ’échange des clés de sécurité et indiquent Ualgorithme de
sécurité utilisé par les deux machines.

L’échange des clés Diffie-Hellman se produit ensuite :

Fichier Editer Vue A ure Analyser Statistiques Telephonie

¢ EFINEE

Source Destination
6 ©.060478600 192.168.49.139 ‘ .49, Server: Protocol (SSH-2.0-OpenSSH_9.2pl Debian-2+debl2u7)
8 9.128180200 192.168.49.1 Client: Protocol (SSH-2.8-OpenSSH_for_Windows_9.5)

10 ©.141790300 192.168.49.139 .168.49.1 SSHv2 1190 Server: Key Exchange Init
11 ©.161425800 192.168.49.1 .168.49. SSHv2 1486 Client: Key Exchange Init
203164500 9 Elliptic Curve Hellman Key Exchange Init

15 ©.223757300 192.168.49.139 .168.49. SSHv2 578 Server: Elliptic Curve Diffie-Hellman Key Exchange Reply, New Keys, Encrypted packet (len=:
16 ©.241360700 192.168.49.1 .168.49. SSHv2 70 Client: New Keys

18 ©.283380400 192.168.49.1 .168.49. SSHv2 98 Client: Encrypted packet (len=44)
20 9.284340800 192.168.49.139 .168.49. SSHv2 98 Server: Encrypted packet (lei )
21 ©.284861100 192.168.49.1 .168.49. SSHv2 122 Client: Encrypted packet (len=68)
22 9.293621200 192.168.49.139 192.168.49.1 SSHv2 106 Server: Encrypted packet (len=52)
23 ©.294145000 192.168.49.1 192.168.49.139 SSHv2 682 Client: Encrypted packet (len=628)

24 ©.327169400 192.168.49.139 192.168.49.
25 ©.327896500  192.168.49.1

1 SSHV2 106 Server: Encrypted packet (len=52)
192.168.49.139 SSHv2 194 Client: Encrypted packet (len=140)

0101 .... = Header Length: 20 bytes (5)
Flags: ©x@18 (PSH, ACK)

Window: 251

[Calculated window size: 64256]
[Window size scaling factor: 256]
Checksum: ©x149¢ [unverified]
[Checksum Status: Unverified]

Urgent Pointer: @

[Timestamps]

[SEQ/ACK analysis]
[Client Contiguous Streams: 1]
[Server Contiguous Streams: 1]
TCP payload (48 bytes)

~ SSH Protocol

» SSH Version 2 (encryption:chacha20-poly13@5@openssh.com mac:<implicit> compressio
[Direction: Client to Server] v
’

oL i C 1), 2 Pac Affic (42.8%) - Perdus : 0 (0.0%) Profil : Default
Nous observons deux paquets :

- Diffie-Hellman Key Exchange Init
- Diffie-Hellman Key Exchange Reply

C’est a ce moment que les machines vont créer ensemble un secret partagé sans jamais le faire
transiter sur le réseau.
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A partir du paquet suivant « New Keys », la connexion devient totalement chiffrée :

captures SSH.pcapng

Fichier Editer Vue Capture stiques Telephonie  Wir

ADdeO mBR@ TEIEE QAQ

Destination
6 ©.868478600 . . 192.168.49.1 Server: Protocol (SSH-2.8-OpenSSH_9.2pl Debian-2+debl2u7)
8 9.128180200 . . 192.168.49.139 S! Client: Protocol (SSH-2.8-OpenSSH_for_Windows_9.5)
10 @.14179%0300 & 192.168.49.1 Server: Key Exchange Init
11 ©.161425800 o 192.168.49.139 Client: Key Exchange Init
13 0.203164500 . 192.168.49.139 Client: Elliptic Curve Diffie-Hellman Key Exchange Init
223757300 192.168.49 Server: Elliptic Curve Diffie-Hellman Key Exchange Reply, New Keys, Encrypted packet (lel
241360700
©.283380400 192.168.49. 192.168.49.139 : Encrypted packet (le
©.284340800 192.168.49. 192.168.49.1 : Encrypted packet (le
©.284861100 192.168.49. 192.168.49.139 i : Encrypted packet (le
©.293621200 192.168.49.139 192.168.49.1 : Encrypted packet (le
©.294145000 192.168.49.1 192.168.49.139 i : Encrypted packet (le
©.327169400 192.168.49.139 192.168.49.1 : Encrypted packet (len=52)
©.327896500 192.168.49.1 192.168.49.139 Client: Encrypted packet (len=140)

. = Header Length: 20 bytes (5) 00 Oc 29 @1 37 fb 00 50 56 c@ 00 08 08 60 45 00 )7 PV
0x818 (PSH, ACK) 00 38 le e7 40 00 80 @6 f7 fb c0@ a8 31 @1 c@ a8 8 @
Window: 255 31 8b fb 39 0@ 16 bd @@ ea 5f be 27 ff @6 50 18 *9
[Calculated window size: 65280] 00 ff 6e e@ 00 00 00 00 00 Oc ©a 15 00 00 00 00
[Window size scaling factor: 256] 00 00 00 00 00 09
Checksum: @x6ee® [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
[Timestamps]
[SEQ/ACK analysis]
[Client Contiguous Streams: 1]
[Server Contiguous Streams: 1]
TCP payload (16 bytes)
v SSH Protocol
» SSH Version 2 (encryption:chacha20-polyl3@5@openssh.com mac:<implicit> compressio
[Direction: Client to Server] -
‘ »

@ B Source Port (tcp.srcport), 2 byte(s) Paquets : 283 - Affichés : 121 (42.8%) - Perdus : 0 (0.0%) Profil : Default

On peut observer tous les paquets suivants sont encryptés « Encrypted Packet »

Ces paquets encryptes correspondent aux commandes qui ont été transmises a la machine
virtuelle en SSH : Is, cd, pwd, whoami

Suite a la commande « exit » entrée en SSH, on peut observer la fin de la communication TCP
avec le drapeau « RST ACK » sur le port 22 (SSH) :

Capture  Analy ques Telephonie Wirel

ADAOG mBARR Re>EFIN E Q QW E

Source Destination Protocol Length Info

.125113200 192.168.49. 192.168.49. SSHv2 106 Server: Encrypted packet (len=52)

.133184900 192.168.49. 192.168.49. 106 Server: Encrypted packet (len=52)

.13343230@ 192.168.49. 192.168.49. 64313 » 22 [ACK] Seq=4218 Ack=6145 Win=65280 Len=@

.147468300 192.168.49. 192.168.49. Server: Encrypted packet (len=176)

.150507200 192.168.49. 192.168. Client: Encrypted packet (len=36)

.158611200 192.168.49. 192.168. Client: Encrypted packet (len=60)

.151247100 192.168.49. 192.168.49. 22 » 64313 [ACK] Seq=6321 Ack=4314 Win=64128 Len=0

.151461100 192.168.49. 5 22 [RST, ACK] Seg=4314 Ack=6321 Win=0 Len=0
56.234525300 VMware_c@:00: VMware_ed:d4:67 192.168.49.2? Tell 192.168.49.1
57.240938900 VMware_c@:00: VMware_ed:d4:67 192.168.49.2? Tell 192.168.49.1
58.234797500 VMware_c0:00: VMware_ed:d4:67 192.168.49.2? Tell 192.168.49.1
60.031606000 VMware_c0:00: Broadcast 192.168.49.2? Tell 192.168.49.1
60.733091600 VMware_c@:00: Broadcast 192.168.49.2? Tell 192.168.49.1
61.742459300 VMware_c0:00: Broadcast 192.168.49.2? Tell 192.168.49.1

Rl Transmission Control Protocol, Src Port: 64313, Dst Port: 22, Seq: 4314, Ack: 6321, B8 ©c 29 91 37 fb 90 50 56 c© 0@ 98 @8 00 45 09 )7 PV

Source Port: 64313 28 1f 49 40 00 80 06 7 a9 ce a8 31 01 cO a8 (1@
Destination Port: 22 8b fb 39 @0 16 bd @@ f5 4f bo 28 11 12 50 14 1 -9
[Stream index: @] 8 00 5d 18 @0 e S
[Stream Packet Number: 182]
[Conversation completeness: Complete, WITH_DATA (47)]
[TCP Segment Len: @]
Sequence Number: 4314  (relative sequence number)
Sequence Number (raw): 3170956623
[Next Sequence Number: 4314  (relative sequence number)]
Acknowledgment Number: 6321 (relative ack number)
Acknowledgment number (raw): 2955415826
0101 .... = Header Length: 20 bytes (5)
Window: ©
[Calculated window size: @]
‘

@ K The window size value from the TCP header (tcp.window_size_value), 2 byte(s) Paquets : 283 - Perdus : 0 (0.0%) Profil : Default
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